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Software Systems Evolution Over the Years
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Al Over the years....

| First | . Second | | Third
' Golden Age ! ' Golden Age ! : : Golden Age
: ¢ aEEEEEE——— . o E— e = - e »
—_ i i : : AlexNet
ir
of Al Backpropagation SVMs SEES
lG8g EAEES XOR 1986 1995 t
—— 1959 : A )
Artificial Turing 1 & Problem Neoclc;gsrgtron RBM =
Neuron Test Perceptron 19‘69 s UAT - Initialization GAN 4
1943 1950 19f7 19‘89 T 2006 2014

RNy 1Y 7 B

e AR RIS Rosenblait  Widrow-Hoff Hinton-Ruslan Krizhevsky et al. Vaswani

X1 Inputs  Weights Net input Activation

Xzi/'_< 0 function function 1‘ ‘ lh‘ -

X3 — e @ . donse

Xn : G @ @ output _Xﬁﬂ
; g 0@ @ /@ L VE
(%) 0 1 0 AES

Image source: https://medium.com/@Impo/a-brief-history-of-ai-with-deep-learning-26f7948bc87b
6



https://medium.com/@lmpo/a-brief-history-of-ai-with-deep-learning-26f7948bc87b

Age of LLMs and Agentic Al
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Agents: What are they made up of?
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From Lab: AI4SE - LLMs for Architecture Support

Can LLMs Generate Architectural Design
Decisions? - An Exploratory Empirical study
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IIIT Hyderabad, India IIIT Hyderabad, India IIIT Hyderabad, India
rudra.dhar @research.iiit.ac.in karthik.vaidhyanathan @1iiit.ac.in vv@iiit.ac.in

Abstract—Architectural Knowledge Management (AKM) in-
volves the organized handling of information related to archi-
tectural decisions and design within a project or organization.
An essential artefact of AKM is the Architecture Decision
Records (ADR), which documents key design decisions. ADRs
are documents that capture decision context, decision made and
various aspects related to a design decision, thereby promoting

been a crucial reason restricting a wider adoption of AKM
approaches, and more research is needed for automatically
capturing this knowledge [3].

An Architecture Decision Record (ADR) is a crucial part
of AKM. It entails the idea that software architecture is
considered a set of Design Decisions [4]. It is a document used
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From Lab: AI4SE - LLMs for Component Generation

2

LLMs for Generation of Architectural Components:

An Exploratory Empirical Study in the Serverless
World

Shrikara Arun* ¢ Meghana Tedla* ¢ Karthik Vaidhyanathan ¢
Software Engineering Research Centre Software Engineering Research Centre Software Engineering Research Centre
IIIT Hyderabad, India IIIT Hyderabad, India IIIT Hyderabad, India

shrikara.a@students.iiit.ac.in meghana.tedla @ students.iiit.ac.in karthik.vaidhyanathan @iiit.ac.in

Abstract—Recently, the exponential growth in capability and multiple Software Engineering (SE) tasks, as described by Hou
pervasiveness of Large Language Models (LLMs) has led to et al. [5]. They have been used for software development,

significant work done in the field of code generation. However, maintenance, requirements engineering, and more, with code
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rom Lab: AI4SE - Self
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Reimagining Self-Adaptation in the Age of Large

Language Models
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Abstract—Modern software systems are subjected to various
types of uncertainties arising from context, environment, etc.
To this end, self-adaptation techniques have been sought out as
potential solutions. Although recent advances in self-adaptation
through the use of ML techniques have demonstrated promising
results, the capabilities are limited by constraints imposed by the
ML techniques, such as the need for training samples, the ability
to generalize, etc. Recent advancements in Generative Al (GenAl)
open up new possibilities as it is trained on massive amounts
of data, potentially enabling the interpretation of uncertainties
and synthesis of adaptation strategies. In this context, this
paper presents a vision for using GenAl, particularly Large
Language Models (LLMs), to enhance the effectiveness and

Adapt Trigger change

Human in the loop or use
automated checks

Raghav Donakanti, Prakhar Jain, Shubham Kulkarni, Karthik Vaidhyanathan
Software Engineering Research Center, IIIT Hyderabad, India
raghav.donakanti @students.iiit.ac.in, prakhar.jain @research.iiit.ac.in, shubham.kulkarni @research.iiit.ac.in,
karthik.vaidhyanathan@iiit.ac.in

The concept of autonomic computing, as proposed by
Kephart and Chess [5], sought to enhance the autonomy of
software systems through various strategies. Despite these
efforts, a persistent challenge has been the ability of systems
to dynamically generate new configurations and components.
The advent of GenAl, particularly the capabilities of LLMs,
introduces the possibility of developing adaptation strategies
directly. This is supplemented by the fact that modern software
systems generate vast amounts of data, including logs, metrics,
and traces, which system administrators traditionally leverage
for tasks such as root cause analysis and resource allocation.

GPT-4 could ensure the system guarantees
SLA almost as good as the state-of-the art

Autonomous adaptation with

LLMs a possibility!!!
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From Lab: AI4SE - Multi-agent for dynamic system generation
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SE4Al: Calls for a Paradigm Shift (Agentic Al just adds to it)

> 50% of ML systems do not make it
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To Land: SE4Al - Autonomous CloudOps

CloudOps - Run, Manage, Evolve
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ldeas into Production: CloudOps CoPilot
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Complex Engineering Challenges

Managing Distributed Data

e Diverse data sources

Maintainability

 Large code base, time for updates vs? - —

Extensibility and Modularity

» Single vendor, ease of extensions!

Monolithic nature of existing frameworks

* Limited support, vendor lock-in, learning
curve

19
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Can we go Multi-agent?
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Enters MOYA: Meta Orchestration Framework of Your Agents

Browse, edit,
test, create

— | <[>

agents

Deploy customised

Agent Marketplace

J

Developer
Agent Portal and
Development Toolkit
o mmmmmmmmm—m—m—m 2>
4
i choose agents from marketplace to add to environment
i
|
i
i //’— ______ N\\\ k
Query I/ \
: \
| Core Engine Agents
\ /
\ /
Response N s

User

Meta orchestration Framework

Engineering LLM Powered Multi-agent Framework
for Autonomous CloudOps

Kannan Parthasarathy*, Karthik Vaidhyanathan’, Rudra Dhar', Venkat Krishnamachari*, Basil Muhammed*,
Adyansh Kakran', Sreemaee Akshathala’, Shrikara Arun’, Sumant Dubey*, Mohan Veerubhotla*, Amey Karan'
*MontyCloud Inc
TSoftware Engineering Research Center, IIIT Hyderabad, India
Email: karthik.vaidhyanathan @iiit.ac.in, {kannan, venkat, basil, sumant, mohan} @montycloud.com,
{rudra.dhar, adyansh.kakran, sreemaee.akshathala, amey.karan} @research.iiit.ac.in, shrikara.a@students.iiit.ac.in

Abstract—Cloud Operations (CloudOps) is a rapidly growing
field focused on the automated management and optimization of
cloud infrastructure which is essential for organizations navigat-
ing increasingly complex cloud environments. MontyCloud Inc is
one of the major companies in the CloudOps domain that lever-
ages autonomous bots to manage cloud compliance, security, and
continuous operations. To make their platform more accessible
and effective to the customers, MontyCloud worked with us to
leverage the use of GenAl

Developing a GenAl-based solution for autonomous CloudOps
for the existing MontyCloud system presented us with various
challenges such as i) diverse data sources; ii) orchestration
of multiple processes and iii) handling complex workflows to
automate routine tasks. To this end, we developed MOYA,
a multi-agent framework that leverages GenAl and balances
autonomy with the necessary human control. This framework
integrates various internal and external systems and is optimised
for factors like task orchestration, security, and error mitigation
while producing accurate, reliable and relevant insights by
utilising Retrieval Augmented Generation (RAG). Evaluations
of our multi-agent system with the help of practitioners as
well as using automated checks demonstrate enhanced accuracy,
responsiveness, and effectiveness over non-agentic approaches
across complex workflows.

a well-defined CloudOps practice to effectively manage their
share of duties.

CloudOps, or Cloud Operations, refers to the practices,
tools, and processes to manage, optimise, and secure ap-
plications and infrastructure in the cloud. Alonso et al. |1]
defines it as a framework that extends DevOps practices
to cloud management by adding components like resource
discovery, self-healing, and real-time monitoring. By focusing
on automation, monitoring, cost management, and compliance,
CloudOps enables organisations to maintain efficient, resilient,
and scalable cloud environments. However, the complex and
dynamic nature of cloud services makes manual management
time-intensive, challenging, and prone to errors.

MontyCloud’s Autonomous CloudOps platform addresses
these challenges by automating workflows to streamline oper-
ations and provide real-time visibility into inventory, security,
and costs|*| The platform tackles challenges such as navigating
the complexity of hundreds of services, establishing secure
and cost-effective cloud governance, ensuring a strong security
posture, and adhering to evolving compliance standards.

Best paper candidate@CAIN, ICSE 2025

Basic idea: support custom agents, in-house, etc. - Orchestrate with guardrails
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The MOYA Multi-agent Framework
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Some Agents in MOYA

Following Principles of Domain Driven Design
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MOYA has support for different memory; MCP and A2A compliance on the way




Evaluating MOYA =

MOYA repo

. Issues Reported in Monolithic

- , PR
» Combination of automated and manual evaluations 5 Bl Issues Reported in Multi Agent

* Ground truth of 260 prompts and responses

8
e Curated with support of domain experts and LLMs >
vu
5 6
O
O
BERT score %
= 4
Approach Rouge-1 o] [11] Meteor Precision Recall 1
Monolith 0.321 0.102 0.265 0.854 0.834 0.843 2

MOYA 0.448 0.221 0.423 0.867 0.869 0.868

0)

Formatting Issues Misclassification Hallucination

MOYA preformed much better -> Integration to the product
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MOYA in action

MOYA Hackathon@IllITH

* 20+ teams with about 100 students
* 16 use cases across different domains
* Framework extensions
* Open track
 Some outputs/feedbacks
* Generalisability of MOYA
* Ease of use

» Suggestions for improvement

Source: https://blogs.iiit.ac.in/moya/
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https://blogs.iiit.ac.in/moya/

Start Thinking in Agents

Build them In the right way

* [here are emerging patterns

Not every time we need to build agents
 Simple chatbots: LLMs with RAG

e Workflows: Orchestrated flows where
LLM calls a tool

 Agents: Back and forth communication
to accomplish a task - Dynamic nature

Engineering plays the key: DDD,
Separation of Concerns, Trade-offs..
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AGENT DESIGN PATTERN CATALOGUE:
A COLLECTION OF ARCHITECTURAL PATTERNS
FOR FOUNDATION MODEL BASED AGENTS

Yue Liu, Sin Kit Lo, Qinghua Lu, Liming Zhu, Dehai Zhao, Xiwei Xu, Stefan Harrer, Jon Whittle
Data61, CSIRO, Australia
Email: firstname.lastname @data61.csiro.au

November 7, 2024

Engineering at Anthropic

ﬁ.‘. Building effective agents
INEE

https://www.anthropic.com/engineering/building-effective-agents


https://www.anthropic.com/engineering/building-effective-agents

Key Takeaways

Agentic Al is shifting the way we think about building software/software services

THINKING IN AGENTS IT'S A PIVOTAL SHIFT.

* We need a change in mindset when it comes to development COULD TRANSFORM LIKE GOING FROM
HOW WE BUILD SYSTEMS! | | SPAGHETTI-CODE TO

OBJECT-ORIENTED
PROGRAMMING!

* Lot of support for automation (eg: modernization)

* Reliability, Robustness, Responsibility - Engineering is the key!

* Domain specific LLMs which are smaller shall be the way
forward - collection of SLMs (helps agents)

A
* Need for better processes to architect/engineer systems around c gg'.iv. cyl\zfm —_— 4
Al agents &;’/DS?/‘ 1
* Agentic thinking - SaasS as such is not dead but the way we N~d £ | /
build/develop! =

* AgenticAl - Reimagine Autonomy, Sustainability and
intelligence at scale!
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Agent evolution

Web concepts .
rediscovererd

Agent tool use via API calls...

RESTful APIs!

Planning/Chaining tools into
workflows

Mashups
Web search, crawl, cache, index

Retrieval-Augmented Generation

Semantic Web...

Agent-to-agent protocol

Cookies, sessions, personalisation

Trusting external information

<

Software Magazine

et

IEEE

SCAN ME

Web of Trust, provenance
ontologies J

Concept credit: Liming Zhu

Web:

Thank you
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